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CYBER PROTECTION DESIGNED FOR
WHEN CYBER INSURANCE IS NOT AN OPTION

Cyberboxx Assist®™ is purpose built to provide the

- essential services to reduce your cyber risk exposure
- and help you recover should your firm be victim to a
cyber incident.

Our services are more than an incident response
retainer, they include:

A Virtual Chief Information Security Officer (vCISO)
to augment your technology leadership team, by
providing advice and solutions to boost your cyber
security

24/7 Cyber “Emergency Assistance” with
real-time access to cyber experts

3 hours of emergency response services included.
Additional time based on plan.

Access to experts to strengthen your cyber resilience
through tailored recommendations and delivery of
cyber services for your business

BOXX's accredited Cyber Awareness Training
curriculum with customisable Phishing tests to help
you stay ahead of cyber risks

Alerts when someone impersonates your business
online, or if your confidential data is mentioned on
the Dark Web

Assistance in meeting regulatory and compliance
requirements and audits around cybersecurity

Preferred rates with our partners for the tools and
technologies to protect your business

Support from our underwriting team to arrange
access to cyber insurance when ready

ou are running an independent business you love.
Focus on running your business. Let us protect it.

This is where Cyberboxx Assist™ steps in.
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Three plans to meet your specific needs, custom built to maximize
prevention of protection from and response to cyber threats.

PREDICT BASIC | STANDARD | PREMIUM |

See What Hackers See: We look at what cyber criminals target to spot areas of o o
weakness by scanning your domain and public facings IPs every 3 - 7 days.

Hacker Chatter” Alerts: \We look for your company or the technology you use, o o
to see if it is being mentioned on the Dark Web to help you act now.

External Monitoring Through Your Domain: We regularly update you on our
@ scan results of your security profile as seen by cyber criminals who scan your o
domain and related services.

@ NIST Security Assestment: Our vCISO team will assess your security against Custom Optional Service

the NIST framework including security posture improvement recommendations.

g@% Internal Network Compromise and Vulnerability Assessment: Our team
S

will conduct internal environment scan for threats and provide an assessment report. Custom Optlonal Service

PREVENT

Dark Web Monitoring: We regularly scan the dark web for mentions of your company or
industry to alert you of pending or ongoing attacks against you.

Preferred Rates for Services and Solutions: Access to our preferred pricing for security
solutions that help you avoid breaches in the first place (EDR, MFA, Cloud Security, o o
infrastructure management, etc.)

vCISO Adyvisory Service: Our vCISO will be available to discuss any concerns or o o
provide guidance and advice on any technical / security items.
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Basic Cyber Awareness Training: Training tools to help your users be aware o o
of common security practices and threats.

BOXX Academy Advanced Cyber Awareness Training and Testing: Make your users
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your first line of defence through our leading training and phishing simulation curriculum. $33 per $30 per $27 per
Bundled with dark web credential scanning. Service is priced per person per year but person person person
adjustable monthly.
37 vCISO Review of Your Scan and Hacker Chatter: Our vCISO will help interpret the results o o
8 of your scan and guide you on how to improve your security.
RESPOND
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Initial Breach Response Included: Immediate access to cyber security experts o
to assess and immediately start responding to an attack. For 3 hours per year.

Preferred Breach Response Team: Immediate connection to our bespoke breach
services, including legal, public relations, ransomware negotiators, digital forensics, o
and brand reputation experts.
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compliance Assistance: Access to Policy and Security Frameworks. Leverage our
library of templates to fill any gaps and improve on what you already have.
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RECOVER

One-Time Incident Response Credit (Amount Based on Plan): Get a one-time
credit if you are breached to help offset the initial incident response costs (once per O
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& contract year —does not carry over).
© o Access to an Extended Team of Experts at Preferential Pricing: Engage with our

extended team of experts including legal, public relations, ransomware negotiators, O O
digital forensics, and brand reputation experts.
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Final Report Wrap-Up: vCISO Recommendations for further improvement O O
of security posture.

* Subject to terms and conditions of contract
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