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Virtual CISO and
Managed Services

Your in-house security team that suits
your needs at a fraction of the cost

Virtual CISO services to build a
quality security posture

We are your trusted advisor that can bring decades
of experience and a host of vetted partners so

you can stay ahead of the cyber criminals and

keep building your business and servicing your
customers.

Small to medium sized businesses are at greater
risk than ever before and are often hard pressed to
prepare and respond to those threats. Being small
doesn’t offer protection when attacks are initiated
through automation (bots).

Our experts are available 24/7 and include:

Experienced breach managers
Experienced security specialists
Legal and privacy experts
Public relations experts

Our team will work with you every step of the way
to reduce damage.

Our priority is to get you back to doing what you
do best, as quickly and safely as possible.

We help you respond when the worst happens.

PREDICT. PREVENT. INSURE.

Cyber attacks and threats have changed dramatically
in their frequency, size and sophistication over the
last two years. Most companies are often not as
protected as they think.

We help you access solutions often reserved for only
the largest companies at a cost that fits your budget.
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Provide guidance, @
advice and direction
Leverage validated
partners as team [\Tr%%
force multipliers

Tailored security
and IT reviews
and audits

Evaluate your new
and existing partners

Work with you to
develop or enhance
IT strategy roadmaps

Work with your leaders
to improve awareness
and understanding

The cost to your business of
getting it wrong is significant.

Disrupted operations

Damaged reputation

Lost revenue and impact to income
Loss of business-critical data
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The BOXX NIST vCISO POWERED BY THE
compliance practice /Hackbusters

Based on a globally accepted standard.
Personalized Security Health-check

Two approaches: designed for everyday businesses
General assessment based only on the

14 National Institute of Standards and
Technology (NIST) Key Objectives

Full assessment on all requirements within

each key objective

Tailored assessment to identify loopholes and
blindspots. Choose from an industry standard
NIST approach or a more targeted assessment.

Allows clients to engage in a way that works for I; Taklng the.guissvr\‘l.ork el
them and to throttle the effort and cost based @ your Security Architecture
on risk assessment. Our Virtual CISO services help you plan and

implement critical cyber security solutions and
take the guesswork out of finding the right
partners.

Results can feed further data analysis on typical
or recurring risk mitigations.

Drive more awareness and acceptance of

managing cyber risk profiles more actively.
Complying with your insurance

and industry requirements

Tier 1
Partial

With vCISO, your team can focus more on
doing what they do best and spend less
time worrying about insurance terms and
requirements.

Managed Services including 24/7/365
@ Security Operations & Monitoring

Boost your security with 24/7 Managed

Services to monitor your technology and

security health in real-time for potential
security threats.

Tier 2
Informed

Tier 3
Repeatable
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Tier 4
Adaptive
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' Automated Tools to provide ongoing
—— Loss Prevention Services & Analysis

We'll help you maintain awareness of
developing security threats and assist
management in understanding the risks.

Putting it all together

We help you identify and close gaps to make your

technology, process and people digitally safer. L M7 ST L)

and Compliance Advisory

BOXX vCISO managed services will ensure that
your information security operations are up-to-
date with your specific regulatory frameworks.

Jack Brooks
Head of Hackbusters™

+1416-918-4531
jack.brooks@boxxinsurance.com
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